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Sicheres mobiles Arbeiten mit IAG 2007, Rights Management
Services und Microsoft Office Sharepoint Server 2007
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Mobilitat als Herausforderung

A Anwender werden immer mobiler

- Elgene Mitarbeiter
A Home office
A Kundenumgebungen

- Partner

A Gemeinsame Nutzung von Anwendungen und
Dokumenten

A Typische Schliisseltechnologien
- Emaill, z.B. Microsoft Exchange
- Portale, z.B. Microsoft Office Sharepoint Server

2007
A
- Blocker fur webbasierte Zusammenarbeit!
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Remote Access ist nicht Mobilitat!

A Remote Access basiert auf Netzwerkschicht
- Geeignet nur fur eigene PCs
A Erzeugt Risiken

A Erzeugt Management- und Zugriffsprobleme:
- Sicherheit: Integritat, Vertraulichkeit
- Management: Ro |l | out | Patch Mgl

- Zugriff: Benotigen "erweiterten”
Netzwerkzugriff i inkompatibel mit NAT,
Firewal | sé
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Zusammenarbelt bedeutet Mobilitat!
A

SNENEE N e Berat er |, et er f

A Teilldsungen sind weitverbreitet
- Email fir Dokumenttransport
- PGP, S/IMIME far (Transport-)verschlisselung
- Portal wie Sharepoint 0.a. in DMZ

A Alle diese Ansatze haben erhebliche
Sicherheits-, Usability- oder
Funktionalitatsnachteile!
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Das C.l.A.-Dreieck und Mobilitat

Confidentiality
"Vertraulichkeit"

A/ersehentliches Hinterlassen
AJnbefugter Zugriff
Auktive Weitergabe von Daten

AJnbefugte Anderung
Malware (z.B. Viren)
Availability

Integrity \
"Integritat" "Verflugbarkeit"

Angriff auf Serveranwendung
A 6schen von Daten
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Losungsubersicht: Beispielarchitektur

SQL
Document
Library

SharePoint Server with Forefront
Server Security for Sharepoint

Active Directory
Rights Management
Services

T AN
Intelligent Application
tl Gateway 2007

Identity Lifecycle
Manager 2007
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IAG 2007 fur sicheren mobilen Zugriff

A Zugriff von jedem Endgerat

A Benutzt Webtechnologien

A Stellt Sicherheitsfunktionen bereit

A Schiitzt Serverinfrastruktur in DMZ und LAN
- Kein direkter Zugriff
- Keine Datenreplikation

- Kein Architekturanpassungen, um Anwendungen im
Web bereitzustellen

A Schitzt Informationen
- Wahrend des Transports
- Vor unbefugtem Zugriff
- Vor versehentlicher Weitergabe

A Schutzt Serverintegritat durch Schutz vor Angriffen
auf Anwendungsebene
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JAG 2007 aus Anwendersicht

‘2 Whale Communications Intelligent Application Gateway - Install and Detect - Microsoft Internet Explorer = |
Fle Edt Yiew Favortes Tooks  Help >
ess | 8] hitps:{jiag.contoso. comj ~ %

3 Whala Communications Intelligent Application Gateway - Login Page - Microsoft Internet Explorer
fle EGt YVew Favortes ook Hep
=55 | ] https:ffiag.contoso. comf v Ese

Whale
Communications
"

paidiary  Thi

Checking for client

7 Whale Communications Intelligent Application Gateway - Portal - Microsoft Internet Explorer
Gle Edt Vew Favoites Jooks Help

sgoress | 48] bitps:ffiag.contoso. 18025211

Whale
Communications

agef

Please provide the foll S [ G| 2 [ - nen apmscaton - v B | B | W aciny | B

Whale Commu e BTy
Fle Edt Yiew Favorites Tooks Help

ndchess [ hitos!

User Name:

2 Whale
Communications

CONTOSO Active Directory Passwa,

cont 12025211

fomePage/

B | e
Languaie: Explore Your Files

‘3 Whale Communications Intelligent Application Gateway - Logout Message - Microsoft Internet Explorer

T, M
. Office Outlook web Access Ble EGL Vew Favortes Tooks Help >
You are accessing this sk fram o oL, ﬁ Telnetto Connetad to Mirvsof Exchang Adtess @) hitps:fog cork P 2o, 118 v B o
Infeanet Explorer is configured by detoull’ = Toeans, 3 Urue
This site s intended only for authol oiher wrrings from this e, 1 |8 reconn Mal & || Inbox (3 Rtems, 3 U
If you encounter any problems with 3 £ Marc - b . -
at tom Program Neighborhood dﬁ ol D tewe 17| — Whale
(Your computer does not meet th ) Contocts CnaraTieatiss
requirements of this application) e paiciy
] Clent complance chack complated. Sanding resuks to sen LA orafts o000 Bz Do g
This site Is intended only for authol| | [Mierasoft: Ty i Tnbae (3) Older
Ifyou encounter any problems with Point MOSS ﬁ mm T —
el You are now logged out.

Endpoint D —— as= -

#] Done 2 Tasks
A Sazrrh Foldars

= ail

Authentical = cone

8| contacts
] Tasks

Applicatiorz~— .

£] Done

Applicatior.

Click here to log in again.

Thank you for using the
Inteiligent Application Gateway

This site s intended only for authorized users. !d L

If you encounter any problems with this site please contact your system administrator
at adminis Ii rcom

S ® intemet
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Endpoint Detection

A Untersucht Endgerat

A Identifiziert
.,ig“,.,uc.,t.-n., e I T T R : |n St al I | e rt e
Sicherheltssoftware
und -status

= Whale .
] Communications

A Merosoh Subsiiary

This site is profected by the Inteligent Appkcation Gatewny

Checking for client compliance...

This site is intended only for authorized users.
Ifyou encounter any problems with this site please contactyour system administrator
at com

€] Clent compliance check completed. Sending results to server. .. 5 @ Internet
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Endpoint Detection

A
A Erkennt e S

K anti 3pyware -
v L\] Anti-Virys

- Personal Firewalls X s
- Anti-virus
- Anti-spyware
- Desktop Search

engines
- Host IDS

V4 Erndpoint Palicies

gy e #Access Palicy: ':I S&F Enterprize Portal § Upload j

1| Default Session Access

Default Privileged Endpoint

/1 Default wWeb Application Acocess

11 Default Web Application Download
Default *+eb Application Upload

Partal Link on Moy =
P Default Mon ‘web Application dccess

| eicht erwelterbar!

A Ermoglicht granulare| =~
Zugriffssteuerung

I__' SAP Enterprize Portal & Upload

1 SAP Enterprize Portal B O Enhanced Security

[ Webtop Docurmenturn 5 3 5P1 Erhanced Sedis

/| Domino web Access B 5 and 7 Upload |
Secureview for OMWAA2003 5P

) Always

|
|
|
|
|
|
11 Microgoft Outlook *web Access 5 5 Upload
|
|
|
|
|
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Authentisierung

A ldentifiziert Benutzer

A Erkennt
T T T T S e P T T _ A u t h e n t | S | e r u n g Sty p

Fle Edt View Favorites Tools Help
] hitps:ffiag.contoso.com/

Please provide the following:

Language: English (defaully v

*¥ou are accessing this ste from a computer running Microsoft Windows 2003, Service Pack 1 (SP1) or higher.

User Name: [mare |
CONTOSO Active Directory Password: |co.no.o | e O e I l
] ==
- gleichzeiti
Internet Explorer is configured by defaul to block popups. In order to be able to receive inactivity timeout notifications and
other warrings from this ste, & is recommended that you configure your browser (o allow popups from this sie
-
o> T - alternativ
This site s intended only for authorized users. ~
If you encounter any problems with this site please contact your system administrator A V e r S t e C k t
-

at administrator@eaner com

5 @ Internet
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Authentisierung & Autorisierung

- RADIUS, TACACS+
Active Directory,

V4

A Authentisierungunt er st ¢t zt é

AD | DSEEclD)|

Zwel-Faktor-Verfahren mit RADIUS
SSL/PKI/Smart Card
Native Unterstitzung fir RSA® S ecur I DE

I

A AUtOriSierung u Nt € I S| oo nimomn

- RADIUS-Gruppen
-Acti ve Di

A Erweiterbar!
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Single Sign On (Delegation)

A Transparentes Single Sign-
On in Backend mit

- HTTP 401 Basic, NTLM
- Cookies

- HTML Forms &) s michastsmith

- Kerberos -“if"“fl"’f'f‘“ﬁ.’?if"““i"":f’“i‘ A

- Active Directory Federation
Services (AD FS)

A Erwelterbar

- SiteMinder, GetAccess,
ClearTrust, RSA Access S —
Managereée

- Partnerl6sungen e —
- Eigene Verfahren
- ILM 2007-Integration

& | Whale Communications Portal - Microsoft Inte
File Edt Yew Favortes Tools tHep  Jefa

Qo - x| 2 & Searc]
| (= Qo |/
& ] hitps:/exchange. whale biz/whalecomdb 1b3F0]

g whate | 5 | 2| Launch aggication - v]| J
M Home Documents and Lists Site Settin

Madify My Page >

S native outiook
& File Access
NF Citri

Al Teinet

Today

.bizfwhalecomd20c f0e67Fecciwhalecomd/ex
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